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* The American Reinvestment and recovery Act
provides $34 billion to incentivize the adoption of an
electronic health record systems within the next few
years, and establishes financial penalties for
providers that fail to use certified electronic health
record system by January 1st, 2014.

Certification Commission for Health Information
Technology (CCHIT) is a well known certification body
and it has been certifying electronic health record
systems since 2006.

Our Study

* We performed exploratory security analysis on a
proprietary and an open source EHR.

* We were able to exploit a range of common code-
level and design level vulnerabilities including
exposing all users' login information, the ability of any
user to view or edit health records, denial of service
for all users.

* Security is a crucial aspect of healthcare IT due to
HIPAA, and the cost of intrusions.

* CCHIT and NIST would be ineffective and detecting
common security vulnerabilities or design flaws.

* Law does not hold software vendors responsible for
infringements on the privacy contained within their
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What Can Doctors Do?

* Ask vendors security questions
* Communicate with the certification organizations
* Find and report bugs

We provide a platform on which open source EHR
applications are hosted and maintained remotely in a
secure fashion.
The following electronic health record systems are
available to examine:
OpenEMR
Tolven
OpenMRS
iTrust
Astronaut WorldVistA
PatientOS

Try Today: http://ehr-demo.oscar.ncsu.edu

Doctor Interviews

What we learned from 1° care practice staff members about their EHR data and
security issues*
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More Information

http://realsearchgroup.com/healthcare/

See our papers:
* Challenges for Protecting the Privacy of Health
Information: Required Certification Can Leave Common
Vulnerabilities Undetected
« Towards Improved Security Criteria for Certification of
Electronic Health Record Systems

North Carolina Network Consortium

NCNER

Supporting Rescarch in Primary Care

S>> Reﬁ‘gearch Group

Software Engineering @ NCSU

. IR - M UNC
The North Carolina Health Project ... ill

This work is supported by the United States Agency for Healthcare Research Quality and an IBM PhD
Fellowship.




